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WKHH[WUHPHFHOOVDUHFRQVLGHUHGKDYLQJWKHYDOXH7KLVJURXSFHOOXODUDXWRPDWDKDVRUGHULHWKH\UHJHQHUDWHV
WKHLQLWLDOFRQILJXUDWLRQDIWHULWHUDWLRQV7KLVFRQFHSWLVXVHGIRUHQFU\SWLRQDQGGHFU\SWLRQ:KDWKDVEHHQGRQH
LVHDFKHOHPHQWXLMRIWKHPDWUL[8DVUHSUHVHQWHGLQHTXDWLRQLVFRQYHUWHGLQWRDELWELQDU\QXPEHUDQGWKHUXOH
YHFWRU LVDSSOLHGIRU LWHUDWLRQV WRJHQHUDWHHQFU\SWHGELWELQDU\YDOXH7KHQHDFKHQFU\SWHGELQDU\QXPEHU LV
DJDLQFRQYHUWHGLQWRGHFLPDOWRREWDLQWKHHQFU\SWHGPDWUL[8H7KLV8HLVWKHQVHQWWRWKH%6IURPFOXVWHUKHDG$W
WKHUHFHLYLQJVLGHLHDW%6WKHPDWUL[8HLVUHFHLYHGDQGDJDLQHDFKYDOXHLVFRQYHUWHGLQWRELWELQDU\QXPEHU
WRDSSO\&$UXOHYHFWRUIRUPRUHLWHUDWLRQVWRREWDLQGHFU\SWHGELQDU\QXPEHURIWKHRULJLQDOPDWUL[(DFKRIWKHVH
ELQDU\QXPEHUKDVDJDLQEHHQFRQYHUWHGLQWRGHFLPDOWRREWDLQWKHRULJLQDOPDWUL[8FROOHFWHGDWFOXVWHUKHDGIURP
WKHVHQVRUQRGHVRIWKHFOXVWHU'HWDLOHGDOJRULWKPIRUHQFU\SWLRQDQGGHFU\SWLRQLVGHVFULEHGEHORZ
Encryption Algorithm 
,QSXW2EVHUYHGPDWUL[8DIWHUDSSO\LQJHTXDWLRQIRUHDFKYDOXHIURP&OXVWHU+HDG
2XWSXW(QFU\SWHGPDWUL[8H
6WHS*HWFHLOLQJYDOXH&LMIRUXLMRI8
6WHS5HSHDWVWHSIRUHDFKYDOXHRI8
6WHS&RQYHUW&LMLQWRELWELQDU\ELWQXPEHU
6WHS)RUILUVWELWVDSSO\UXOHDQGIRUUHVWELWVDSSO\UXOHXVLQJQXOOERXQGDU\&$SULQFLSOH>@
6WHS6WRUHWKHUHVXOWLQWRDQHZPDWUL[8HLQGHFLPDOIRUP
6WHS5HSHDWVWHSVWRIRUHDFKYDOXHVRI8
6WHS6HQGWKHPDWUL[8HFRQWDLQLQJHQFU\SWHGYDOXHVWR%6
Decryption Algorithm 
,QSXW(QFU\SWHGPDWUL[8HIURP%6
2XWSXW'HFU\SWHGPDWUL[8
6WHS&RQYHUWLQWRELQDU\ELWQXPEHUHDFKYDOXHVRI8H
6WHS)RUILUVWELWVDSSO\UXOHDQGIRUUHVWELWVDSSO\UXOHXVLQJQXOOERXQGDU\&$SULQFLSOH>@
6WHS6WRUHWKHUHVXOWLQWRDQHZPDWUL[8G
6WHS5HSHDWVWHSVDQGIRUHDFKYDOXHVRI8H
6WHS2XWSXWWKHPDWUL[8GFRQWDLQLQJGHFU\SWHGYDOXHVHTXDOWR8
5HVXOWDQG$QDO\VLV
7KHLQSXWWRWKHDOJRULWKPLVDPDWUL[URIGLPHQVLRQîZKHUHM VHQVRUQRGHVDUHXVHGZLWKHDFKVHQVRU
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QRGHJHQHUDWHN REVHUYDWLRQVDWHDFK WLPH LQVWDQW 7KXV WKH WRWDOVHQVRUGDWD LVGLYLGHG LQWREORFNVRIî
PDWUL[UWUDQVPLWWHGIURP&OXVWHU+HDGQRGHWRWKH%6DWHDFKWLPHVWDPS7KHDOJRULWKPXVHGLVHDV\WRLPSOHPHQW
DQG LV HTXLYDOHQW WR $(6 DQG '(6 DV GHVFULEHG LQ >@ %HVLGHV WKLV DOJRULWKP VDWLVILHV UDQGRPQHVV SURSHUW\
UHTXLUHGIRUDQ\FU\SWRV\VWHP>@7KHUHDUHWRWDO&$UXOHVRXWRIZKLFKRQO\WZRUXOHVDUHXVHG7KHUHDUH
FRPELQDWLRQV RI WKHVH WZR UXOHV LQ DQ ELW ELQDU\ QXPEHU+HQFH WKH LQWUXGHU QHHGV WR WHVW  FRPELQDWLRQV
ZKLFKLVFRPSXWDWLRQDOO\LQIHDVLEOHLQFDVHRIEUXWHIRUFHDWWDFN>@7KHRULJLQDOGDWDDQGHQFU\SWHGGDWDLVVKRZQ
LQ7DEOHDQG7DEOH


7DEOH2ULJLQDOPDWUL[8DIWHUDGGLQJQRLVH     7DEOH(QFU\SWHGPDWUL[8H
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7KH WUDQVLWLRQV RI HDFK ELW RI WKH ELW ELQDU\ QXPEHU LV VKRZQ LQ )LJXUH D DQG E+HUH QHLJKERXUV RI WKH
H[WUHPHFHOOVDUHFRQVLGHUHGDVµ¶
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